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ABOUT

DESHCYBER

Desh Cyber is a USA based Cyber Security business,
has become internationally recognized as a trusted
partner and industry expert for the delivery of Cyber
Security, Cloud Security, and Managed Security
services and solutions to meet the needs of their
clients.

As industry experts, we are revolutionizing the
industry with our cybersecurity services and
solutions. We understand the security challenges
that you face in your business. The ever-evolving
cybersecurity landscape is continuously changing,
and it is impossible to stay up to date with

these changes. Our team stays abreast of the
cybersecurity landscape so that we can provide the
best and latest services and solutions to help your
business overcome these challenges.

We have the experience of delivering projects for a
variety of industries: Telecom, Healthcare, Financials,
and many more industries.

Our team has the credentials, skills, experience,

and understanding of how to analyze your current
cybersecurity state, the processes/tools utilized,
and a roadmap/framework to handle cybersecurity
threats. Not only do we architect your solution, but
we implement it from the ground up. We give you
the visibility to monitor your risks and be proactive in
security concerns so that you can prevent cyber-
attacks. Our services and solutions will secure your
environment from the ground up and guide you

to understand/monitor it from the top-down, thus
allowing for the just in time decision making to
protect your environment.
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DESHCYBER

VISION, MISSION AND VALUES

CORE VALUES

As a company and as individuals we value above all
else honesty, integrity, transparency, responsibility,
professionalism and mutual respect. We hold
ourselves accountable to our clients, employees,
shareholders and partners by honouring our
commitments, providing results and continually
striving to provide the highest quality cyber security
services and solutions.

VISION STATEMENT

Our clients are our highest priority. Our VISION is our
commitment to the ongoing improvement of the
services and solutions we provide to our clients

so that we can exceed their expectations. Our
commitment and investment in our employees, we
can commit to the delivery of high standards and
customer service.
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MISSION STATEMENT

Our MISSION is a testament to our core values: We
help our clients by providing protection and security
solutions through introducing actionable security
programs giving our clients’ peace of mind knowing
that their systems are secure.

OUR OBJECTIVES

At Desh Cyber, we have set ourselves strategic
objectives that will deliver us with long-term
sustainability as a business and remain a strong
force in the industry.

« To stay abreast with the cybersecurity
challenges so that we can deliver services and

solutions to meet these challenges.

To consistently make a profit so that we can
reward our employees and shareholders fairly.
To increase shareholder value in the business.
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MR. HARUN ROSHID
CEO & Founder

Harun Roshid is the founder and CEO of the
DeshTech Core Services. Desh cyber Limited
Serve as pure-play Cyber Security with a core
mission of helping the organization adopt
proper and actionable Security programs.

MD. SHOYEB MIA
MD, Bangladesh
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EXECUTIVE TEAM

MD. HASHEM

President & Co-Founder

Mr. Hashem has 24+ years of experience as a technology professional, with wide-
ranging roles in architecture and implementing large enterprise solutions in
government and private organizations in USA. Before Desh Cyber, he held senior
technology leadership roles in several Wall St companies such as Morgan Stanley,
UBS, BNY Mellon, McKinsey, and the company. Mr Hashem holds his MBA in

Information Systems and BS in Finance from the City University of New York

SIMON MAHMUD

Vice-President

Simon Mahmud has prior experience in the IT industry since 1998. He
has served various multi-national companies like USA stock Exchange,
AT&T, and S&P-500, and He is the founder and CEO of Successful IT

business owner of Talentech Inc.

MR. SHAHIN KAMRUZZAMAN
Chief Information Security Officer, CISO

Mr. Kamruzzaman is highly qualified with many industry leading
certificates including the Certified Information Systems Security
Professional (CISSP). For the last ten years, his experience has focused
upon Cyber Security Ariana. He is responsible for the company’s
information and data security. The role includes security
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WHAT MAKES OUR

DESH CYBER DIFFERENT PARTNERS

The cybersecurity industry is a harsh environment. With more and more competitors
entering the market, constant improvements and technological changes, it is now very
difficult to stand out. We believe that there are many reasons why we are different from our trusted partners.
competitors.

We have strong relationships with many trusted global partners. These relationships enable us to use
the latest technologies to provide you with the best solutions for your business. Here are some of our
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Cisco.

SUPERIOR SERVICES AND SOLUTIONS
We offer a complete solution in a box to meet our clients’ needs that @Symantec. I McAfee Splunk'> RAPID) Qdigicert AAZU re

is unmatched to our competitors. Our range of services and solutions
provide protection and security solutions giving our clients’ peace of
mind knowing that their systems are secure. We want our clients to
know they can rely on us to support and service their cybersecurity
needs.

SUPPORT
We take customer support very seriously. Our support team are ) WHAT OUR

available 24/7 to answer your questions. We can easily be reached c LI E NTs AR E
by contacting our emergency telephone number on 8801312 55
33 74. When you have questions or comments, don't hesitate to . SAYI N G '

] ]

contact us!

ACCOUNTABILITY . We have one client Islamic Bank we have provided Security

We hold ourselves accountable for every action and transaction that services add some industry specific feedback how customer
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occurs with clients, employees, shareholders and partners by working
diligently and honestly. We will honour our commitments, providing
results and continually striving to provide the highest quality cyber
security services and solutions.

OUR EMPLOYEES
The strength of Desh Cyber is the quality of the employees. Whether it is

the management, the engineers, the marketing team, the finance or the

customer support, Desh Cyber is the product of a hard-working team
dedicated to your success. Valuing and supporting every employee as
an individual while helping them reach their full potential is critical to
attracting and developing our greatest strength — our people.

PROTECT EVERY BIT

feedback looks like. we will show it customer who will be

validate for us. .
yDesw Cyber is knowledgeable and easy to work with. They

took the time to understand our processes and provide
recommendations that make us a stronger organization. We
are comfortable with their audit process”

- Taher Chowdhury, Islami Bank Limited

‘We are very happy with our relationship with Desh Cyber and
the performance of Security advise. With their help, expanding
our Risk Assessment, Vendor Management, and Information
Security projects was easy yet thorough. Desh Cyber is

extremely helpful and always there with a quick, accurate
answer. They are very responsive to requests for new or
expanded features and modules. We look forward to working
with Desh Cyber Limited.”

Azad, Eastern Standard Bank Limited
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MANAGED SECURITY SERVICE PROVIDER (MSSP)

SERVICES AND SOLUTIONS

Cyber security is transverse to all major digital transformation
projects of companies. Cloud, laasS, mobility, analytics: Supporting

your projects with cyber security solutions is not only mandatory
but can also give the company serious competitive advantages.

As a managed security service provider (MSSP). we provide
a range of services and solutions that will protect every bit.
We will provide cybersecurity solutions, continuous security

CYBERSECURITY monitoring, vulnerability risk assessment, threat intelligence

FRAMEWORK

cybersecurity framework.

and intrusion management. We can manage all or part of
your IT security functions. Our range of MSSP services and
solutions cover IT Security Architecture services, IT Audit, DLP,
Penetration Testing, Security Audit & Compliance Advisory
and PCI compliance that are based upon the principles of the

Our team has the credentials and experience delivering

projects for a variety of industries: Telecom, Healthcare,

Financial and many more industries.

SECURITY SERVICES

SECURITY INFORMATION AND EVENT MANAGEMENT (SIEM)
Proper System Information and Event management (SIEM) is the key to
maintain good cyber defence. This system store interpretation of logs into
a central repository for trend analysis purposes. Which allows real-time
analysis and security personnel can take defensive action more quickly.

Opting for a co-managed SIEM service has several benefits as opposed to
going it alone or hiring third-party services. The following are some of the
advantages you get when you share your SIEM task with us:

+  Reduced workload,
« Professional training,
« Accurate analysis and response

SECURITY ARCHITECT

PROTECT YOUR DATA

Desh Cyber security can help you to design an effective, operative, and comprehensive framework for your

organization to achieve your security goals. We understand that the issue has to be looked with a holistic approach;

factoring in evolving complex infrastructure, emerging legislative regulations, and evolving cyber security threats. Talk

to us for more information.
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NEXT GENERATION SECURITY OPERATIONS
CENTER (socC)

A Security Operation Center (SOC) is a centralized
location where an information security team monitors,
detect, analyze and respond to cyber-security
incidents, generally on 24/7/365 day. Our security
analysts and engineers oversee all of your activities on
your servers, database, network, application, endpoint
devices, websites, other critical applications thus giving
you more time in your business whilst lowering your
operational costs.

We identify threats and analyze them, investigate the
source of threats on any vulnerabilities discovered and
prevent a similar occurrence in the feature as well, and
we deal with security problems in real-time as well as
continually seeking ways to improve the organization's
security posture.

MANAGED SECURITY SERVICES

Security is paramount to your business and Desh Cyber
are best at managing all of your IT security needs.

Our fully managed security services are monitored

and administered 24/7, 365 days a year. We will

protect all of your devices and data using the latest
technology available. We prevent your IT systems from
being threatened by hackers by using cyber threat
intelligence which detects and automatically responds
to any threats immediately.

PROTECT

Our managed security services will allow you to expand
your business operations and you will enjoy peace of
mind knowing that our managed security service will
grow with you.

THREAT INTELLIGENCE SERVICES

Our Threat Intelligence Services will outsmart

cyber attackers trying to gain access across most
technology and environment. Our intelligence searches
and identifies your systems for vulnerabilities to threats.
Our service will highlight to you where you may be most
vulnerable for a threat attack and provide you with the
service to minimize these vulnerabilities.

ADVERSARIAL SECURITY TESTING

Our Adversarial Security Testing service identifies any
gaps that may exist in your security defences and
response capabilities. We will provide the solutions

to remedy any gaps that have been identified. Our
testing will advise you of any gaps plus the action
that is recommended to enhance your security. By
remedying these gaps, you will remain compliant with
the necessary laws that are applicable.

EVERY BIT - DESH CYBER
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CYBER

SECURITY SOLUTIONS

ACTIVE DIRECTORY SECURITY ASSESSMENT
The Active Directory Security assessment is designed to provide you specific

actionable guidance to mitigate security risks to your Active Directory and your

organization. This solution also provides you with status on your progress relative

to Microsoft's recommended roadmap for Securing Privilege Access (SPA), of

which Active Directory is a critical component. The assessment covers many

areas including:

Review of operational processes

Review of the privileged accounts/groups membership as well as regular account
hygiene

Review of the forest and domain trusts

Review operating system configuration, security patch, and update levels

Review of domain and domain controller configuration compared to Microsoft
recommended guidance

Review of key Active Directory object permission delegation
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PENETRATION TESTING
Our penetration testing process sets out to test your
applications, networks, hardware, personnel and more
to uncover and fix vulnerabilities exposing your most

important assets.

Our penetration testing services are curated to
mimic real world threat scenarios. Our penetration
professionals replicate the strategies, methods and
actions used by actual attackers to ascertain the
durability and robustness of your cyber-security
system.

Our penetration services approach your security
systematically in order to reveal any hidden
weaknesses. Our approach to developing the security
of your defences works as per the following steps:

« Information Analysis
« Susceptibility Analysis
+ Result Assessment

CLOUD SECURITY

Migrating to the cloud comes with new risks and you
should be ready for these risks. We can help you with
end-to-end security protection in the cloud for all
data or transactions. We offer a range of services that
will help you when you move to the cloud including
vulnerability management, consulting, security testing,
security monitoring plus incident response.

ENDPOINT SECURITY

Endpoint security refers to securing endpoints, or
end-user devices like desktops, laptops, and mobile
devices. Endpoints serve as points of access to an
enterprise network and create points of entry that can
be exploited by malicious actors.

PROTECT
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Endpoint security software protects these points

of entry from risky activity and/or malicious attack
using the latest threat intelligence software. When
companies can ensure endpoint compliance with
data security standards, they can maintain greater
control over the growing number and type of access
points to the network. The securing of all endpoints will
reduce damage to your brand, minimise downtime
and potential financial loss.

NETWORK SECURITY

Network security is designed to protect the integrity,
confidentiality and accessibility of computer networks
and data using both software and hardware
technologies. Today's network architecture is complex
and is faced with a threat environment that is always
changing and attackers that are always trying to

find and exploit vulnerabilities. We offer a full suite of
protective services that will defend your firewall and
server and all devices across your network.

VULNERABILITY MANAGEMENT SERVICE
Vulnerability Management as a service is a managed
solution to simplify your security and compliance.

Our managed service offers complete visibility of
vulnerabilities in your applications and network,
prioritised to-do lists that you can put to action straight
away and scalable service structure that adapts to
changes in your environment.

EVERY BIT DESH CYBER



AUDIT & COMPLIANCE SOLUTIONS

We offer a suite of audit and compliance services which compliment our
services and solutions.

SWIFT CUSTOMER SECURITY PROGRAM

We are committed to playing an important role in reinforcing and
safeguarding the security of the wider ecosystem. Our Customer Security
Programme provides a customer security control framework that improves
the sharing of information throughout our commmunities.

The Customer Security Programme operates on three elements. The first
element is that our customers will need to protect and secure their own
local environment. The second element is that we help with the prevention
and detection of fraud in your business relationships and transactions. The
final element is the continuous sharing of information with the community.

S ST e DOCUMENT LIBRARY
Our Document Library provides a reliable source of information, tools,
support resources to help organizations ensure the safe handling of their

data.

PCI DSS CERTIFICATION
Our PCI audit team of Qualified Security Assessors are ready to help you

achieve compliance and certification for PCI DSS. Our PCI Audit Team will
assess your internal quality assurance procedures both on and offsite.

If we are satisfied with the outcome, you will be issued with a Report on : c E RTI F I CATI o N

;—j.-.-r...:wm.,_-_.r . Compliance (ROC) and appropriate certification documentation.
Our team members have achieved the top
certifications in the industry. Here is a brief outline of
the certifications for each team member.

If the outcome is not satisfactory, we will provide a remediation report that
outlines the areas of non-compliance. You will be given a chance to rectify
the areas of non-compliance so that we can verify and issue our Report
on Compliance. After receiving compliance and certification, there will be Harun Roshid has gained the Cyber Security
ongoing checks to verify that your business remains compliant. Certificate- CISA, CISM

Shahin Kamruzzaman is highly qualified with many

ISO 2700 STANDARD COMPLIANCE industry Ieoding certificates iﬂC'Uding the Certified

Using this standard will help your organization manage the security of assets Information Systems Security Professional (CISSP).

such as financial information, intellectual property, employee details or .
property Py Each team member continues to undertake further

training supported by the company so that they are
abreast with the latest technology that is available in
the market.

information entrusted to you by third parties. We offer professional advice
on this standard and will assist you with remaining compliant with the
requirements of this standard.
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If youare looking to bolster y ‘
cybersecurity defences, do n¢
itis too late.

-

We cafl help you to adopt the L
approdeh and help you Fi!your
service§and solutigps
cyberse@urity needs.

Contact us today to spedk
specialised consultants oR:

01717-940152 =

Dhaka office: 107/2, PHP Tower (4th Floor)
Bir Uttam Samsul Alam Road, Dhaka 1000, Bangladesh

E) es h ‘ g be r HQ Office : 11I-36 117ST South ozone Park 11420

EIREECH iR PiE Phone: 8801312 55 33 74, Web: www.deshcyber.com






