ty & specialized solutions for you:
(OU to the next level!




Emerging technologies > VEOSTR
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Are we really safe within these technologies? > VEOSTR
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Cyber security incidents in Bangladesh

News that made headlines in recent years

>>
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Three hanks hlt by cyberattacks

BRE ogwns prohe a5 Rackers stel $3m from cash maachizees abvosd [asr month raising comncern abalil Bapks® security systems

Sajjadur Rahman

At least three local
private banks suffered
major cyberactacks last
month, raising concern
about the robustness of
their security systems
againsta g:'ni\'i.n.g'rhr\ea;
of scammers;

Of the three, Dutch
Bangla Bank Limitad
(DBEL)Y was the biggest
victim, losing as muchas
33 million (around Tk 25

crore) to glebal cybereriminals, according 1o sources in the banking sector.

Two other banks - NCC Bank and Prime Bank - also faced cyberattacks, but they claimed they were able 10 avert
financial losses.

This was the biggest cyberattack after hackers made off wirth £81 million from Bangladesh Bank's acconnt with the
Tederal Reserve Bank of New York around three and a half years ago.

info@veostr.com
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Banks at risk as central security body absent

Only 3 out of 58 local bemls eortified by international Payment Card Data Seenrity Standord (PCT TES)
f O w G n = Tuegday, Jul 18, 2019 | Lan) Updale : 05-08 we
] | -

Dhakalribune
=qa# TODAY'S PAPER NEWS ~ BUSINESS ~ SPORTS « OPINION - D2 = SHOWTIMI
Hackers steal $1.8m from 2 private banks
¥ memem Hasan Pubizhed 3t 10.13 pm June 220G 201%
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¥ Zisan Bin Liaquat, Meraj Mavis Published at 11:02 pm July 10th, 2021

Bangladesh ranks third in the list of countries at risk of malware attacks



Systems across the world are compromised! >/ VEOSTR

The perception of security is deception

Of all computing devices

around the world are
vulnerable to cyber
attacks! In fact you could
be the hosting platform for
the next cyber attack for

someone else!

> > info@veostr.com 5



So don’t be deceived! » VEOSTR

Your device & apps may have more vulnerability than that you can think of

C &9 BB 4

Router Switch Firewall Server

100+ vulnerabilities

Adobe Acrobat
‘ 40+ vulnerabilities

(( Oracle JRE

100+ vulnerabilities

@ Google Chrome

/—\ [
=

‘-——')
= 7
= -‘,,, Microsoft Office
= - = = You probably have at least 3 100+ vulnerabilities
Desktop Printer Wifi AP And applications installed that
nore.. make your computer
vulnerable to cyber attacks!

Skype
100+ vulnerabilities

* NIST Vulnerability Database

> > info@veostr.com 6



Our team - VEOSIR

The team behind the system

3 “5‘“_: - AV

Professronals with'a badkdrop of specralrzatron in Mission Critical System and Infrastructure Design, Information Securrty, Customized Hardware System Development from scratc’n thlS
is a team dressed to deliver the unthinkable! A dedicated team of professionals who have what it takes to deIrver need._ i _lyour organrzatron :

Our team has been credited in working closely for design, development, deployment and delivery of numerous project, platform and infrastructure from scratch for someof the most
respected customers in Government, Defense, Aviation, Telecom and Enterprise. We are poised to deliver solutions which can help deliver what you need while optimizing costs.

s
Y

info@veostr.com




Our Expertise )7 VEOSTR

Certified in Risk
and Information Certified Information Certified Information
CRISC Systems Control” C|SA Systcms Auditor’ CISM Socunty Managcr n ‘ c
CISSP*
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c[ciso C HFI LPT ¢ EH s O

IN'\ hsllelUK tmlM Ethical Hacher
elastic  PostgreSQL

PestGIS
oS® Q%
=) $ oVirt

TN OPENSHIFT

< 1
3, »
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Solutions
Architect
Pretessens

Certified Professionals
Application Expertise

CERTIFIED

vmware

PROFESSIONAL

rednat. ednat regnat o [ r\ T — splunk>
ShGintrn SYSTEM  CRRNfecr e &CCN”J 9
Grafana A FFmpeg ZABBIX SUR&A‘A
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What we can offer

Vulnerability Assessment Source Code Satellite Imagery and Arial
and Penetration Testing Audit surveillance
(VAPT)
* Red team » Codebase * NIR, FIR, R, G spectrum
* Blue team * Architecture » 30cm to 50cm res
* Black team * Methodological * Surveillance drone
* System hardening  Drone countermeasures

SECURE

> > info@veostr.com
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Cyber Incident
Response & Forensics

Emergency response
Incident recovery
Data recovery
Malware / Footprint
Lab setup

CERT & SOC solution

D VEOSTR

I3 ]

000

¥ ¥ ¥k

Consulting, Development &

Training

Consulting
Customized Platform
Development
Complex System
integration

Training



How we can work to secure your organization

>>

Create awareness

Build Security Lab
Training teams

Asset inventory

Create policies & strategy

info@veostr.com

STAGE - 2

DEFENSIVE

»  First Responder team
*  Network monitoring

* Regular VAPT

* Hardening

» Codebase analysis

* Forensic analysis

»  Backup operations

STAGE - 3

A\

OFFENSIVE

Best practices

SOC implementation
Team level Kaizen
Regular war gaming
Tools development
Encryption design
R&D

Emergency readiness
Law & Policy enforcement
Hackathon

Codebase certification

PREEMPTIVE

3 VEOSTR

STAGE - 4

Regular sweep

Take down onlookers

Cyber threat intelligence team
Strategy, Framework and SOP
International cooperation
Emergency readiness
Education framework

Artificial Intelligence (Al)

Own technology deployment in networks!!!
Behavioral analysis
Comprehensive surveillance
Blockchain

Advanced CERT

Audit

10



Our Partners

Security Products and Solutions

5| opentext’
& Howm securmy GRRE
RAPID))

Broadcast Media

IGROUP

D VEOSTR

Trade bodies, Certification & Standard authorities

&) OUWASP
\ ¥ Opan Wab Application
Seourity Project

Infrastructure

inspur JuniPer

NETWORKS

Rosenberger
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Our customers

S Southeast Bank Limited

a bank with vision

> > info@veostr.com

Inspiring Excellence

>/ VEOSTR

THALES
5iTS @

BRAC

UNIVERSITY
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LETswork TOGETHER tosuio A SAFER society
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