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COMPANY OVERVIEW

Aspire Tech Global: 45 Employees in over 5 Countries
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Vigilant IT-OT
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o Software: ERP, HRMIS, CRM & SAP
o IDAM: Oracle, SailPoint, IBM, CA SiteMinder

o Digital Forensic & Investigation

Cyber Forensics and Investication

v/ Strategy, governance, risk, & Compliance | g n | :
v Global Security Operation Center (SOC) Tools and Techno ogles
v/ Security Architecture & Implementation o SIEM: Splunk, IBM QRadar, AlienVault, Exabeam
\/ Software Development & Q/A testing o DLP, PAM, NGFW, Ema”, SeCUrity, |DS/|PS
v/ Virtualis DevO Big Dat o Cloud Service: AWS, Azure, Google
I L e s o Database: Oracle, MS SQL, Cassandra
v Manage Service Provider o VA/PT, Quality Assurance, GRC, APT
v/ DC consulting & Digital Transformation o Machine Learning/Al, Data Science, Bigdata
v
v

Cloud Migration and Integration

o Software Development Life Cycle, Agile

Methodologies



Our Products Our Partners
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o Aspire Tech has been a top IT Service provider in the Cyber Security, Cloud, and Security Operations

Center since 2011.

o We are currently operating 2 SOC centers since 2016.

o Certified SIEM & SOC experts from many vendors i.e., IBM, Splunk, Sentinel, Exabeam, AlienVault.

o Certified in ISO-27001, ISO-9001, CNIMI Level 3, CNIMI Level 5.

o Ability to provide Risk Advisory (vCISO), Cyber Architecture & Engineering, Program Management,
Cyber Testing, Tactical Support.

o Significant Public Safety/Public Sector Experience.

o Aspire Tech has developed multiple Cyber Security Products by SME from the USA, Europe, and
Asia.

o Aspire Tech has dedicated SOC analysts and Security Architects from the USA, Germany, Canada,
Australia, Turkey, Nepal, and Bangladesh.

o Certified Cyber Security Experts with a combined 20+ years (CCISO, CISSP, GASP, CCSK, CISA, CISM,
CRISC, CGEIT, GRCA, GRCP, COBIT, ITIL, CEH, PMP).

o Microsoft Gold Partner.




The First SOC Center established in July 2016
from Aspire Tech by USA team to serve client
from New York City area. Aspire used IBM
Qrdar, Splunk, Microsoft Sentinel, Alien Vault
and few other technologies related to SOC
center. Aspire provided more than 100+ Security
Operation Center (SOC) training for Banks,
government agencies, Telecom and other
private Organizations.

Second SOC Center

Second SOC Center established in February 2020
from Aspire Tech by USA. Germany team to serve
client from Europe and USA. Aspire used their
own SIEM, Incident Response, Threat
Intelligence, SOAR and other technologies like
Splunck, Microsoft Sentinel, IBM Qradar, and
other technologies related to SOC center.



A

Digital Risk Advisory

Our Digital Risk Advisory Solutions
offers a full suite of risk assessment,
strategic planning services like VCISO.

Our Portfolio

5

Digital Resilience

Professional Services Cyber Design &
Engineering, DevSecOps, Incident
Response.

SOC as a Service

Aspire Security Operations Center
(A-SOC) is a physical room where

analysts responsible for detecting,
preventing, investigating, and

Cyber Testing

Aspire Tech Offers services like
Infra, Platform, App Sec Testing
for Hybrid Cloud, loT, Block Chain,

Cloud Security Service

Cloud security entails securing cloud
environments against unauthorized

use/access, distributed denial of service

(DDOS) attacks, hackers, malware, and
other risks.

responding.

Compliance Advisory

The Aspire Tech team works with
clients to help them meet their legal
and regulatory requirements while also
improving their ability to prioritize and
detect compliance issues.

Digital Forensic Service

Digital Forensics, Information
Governance, Electronic Discovery, Data
Analytics, and Cyber Security are just a
few of the services provided by Aspire
Tech.

MSSP

Aspire Tech provides network and IT
support as well as services including
managed telecommunications (telco)
and Software as a Service (SaaS)
platforms.

Microsoft Defender XDR
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Wicrosoft 363 Defender : Unified Defense Suite
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Managed IT Services

Aspire Tech provides a variety of
remote Hybrid IT services, ranging
from on-demand response to
24/7/365 IT support.




SOCaaS ( SOC as a Service) O =&
Aspire Tech SOC-as-a Service — Managed o = sz

Security Operations Center Advanced
threat Intelligence, Expert Defenders.
Your 24/7 Security Armored shield.

(SIEM) Security Information
and Event Management

I : j A-SIEM software gathers log and event data
Ihi"'! I from an organization's applications, security

devices, and host systems and consolidates

it into a single centralized platform.

Endpoint Security (EDR/MDR/XDR)

Endpoint Security, also known as
endpoint protection, is a cybersecurity
technique for protecting endpoints from

malicious activities, such as desktops,

laptops, and mobile devices.

Identity & Access Management
IAM (ldentity and Access Management)

Identity
& Access
Managem:

is a set of corporate procedures, policies,
and technologies that makes managing
electronic or digital identities easier.

Vulnerability Management

Vulnerability Management is the process of
detecting, assessing, reporting on,
managing, and resolving cyber
vulnerabilities across endpoints, workloads,

and systems on a regular basis.

Network Security
Your network and data are protected
by network security against breaches,

intrusions, and other dangers. This is a

broad phrase that encompasses both

hardware and software.



Aspire Products Portfolio

A-SIEM A-GRC A-SAT
Aspire Security Information And Event A-GRC is a cost-effective, integrated A-SAT is multilingual Security Awareness
Management (A-SIEM) Helps Security enterprise risk management Training and Simulated Phishing platform. It
Teams Accurately Detect and Prioritize solution designed specifically for delivers assessments, training, and phishing
Threats Across the Enterprise, security professionals. simulations through a combined learning path.

A-SSB

A-SECaaS A-PHISH a

Aspire Security as a Service (A-SECaaS) is a A-Phish is a powerful phishing Aspire Security Score Board (A-SSB) is a
business model that allows providers to framework that makes it easy question-based report card that assesses an
offer cloud-based services to consumers, to test your organization's organization's security risk posture and assists
usually through a subscription service exposure to phishing. in determining its security level.

model, like (SECaaS).

o Cyber Security Detection- Artificial
Intelligence/Machine Learning Analytics of Security
Logs and Packets.

Cloud or On-Premises Model.
Low licensing cost- Relies on Open-Source Tools +
Professional Services.

A-SHC o Build + Operate Model - Quick Customer value

' y . realization.
pire Security Health Check (A-SHC) is a

nnaire-based technique for assessing
arrangements that is simple to use.
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Vendors

Commercial Technical

Customer

Vendor
Relationship

Procurement

Vendors

Commercial Technical

Customer

Vendor
Relationship

Procurement

IT Budgeting Process Vendor
Procurement Relationship

Strategic Planning ( 5 yr. roadmap)
Project / Portfolio Planning

Spend Optimization ( CapEx vs OpEX)
Cost Savings measures

o Thought Leadership

o Strategic - Big Picture -
Technology Business alignment

o Solution-oriented Approach

o Technology road maps

o Industry-certified Delivery Team
(CISSP, CISM, CCIE, GSEC, etc.)

IT Acquisition Guidance (Technology,
Human Resources) Relationship
Understand / Participate in Contract

Vehicles MWBE, ITCS, PBITS, NYS GOS,

GSA, S|, Requirements Contracts.
City BID Processes - Experience with
participation in large City Bids.
Capital Purchase - OMB Approval
process

Contract Registration — Comptroller
process.

o Technology Thought leadership

o

Maturity, Capability, Business

Alignment

o 0 0 0

Vendor Procurement Relationship
Match Capital to Demand
Reduced Sales Cycle for vendor
Integration Value of various

technologies

o Vendor certifications ( CPSP, Pulse
partner, Microsoft Cloud partner)

o Reduced Support Cycle for Customer

Commercial Technical

Customer

Vendor
Procurement

Relationship

Vendors

Commercial Technical

Customer

Vendor

Relationship Procurement

Vendors

Commercial Technical

Customer

Vendor
Relationship

Procurement



Our Security Services
( Security As A Service - SaaS)

Monitoring & Log Analysis Emergency Response Management

o Device and App/DB Monitoring o A team comprising of Cyber Security

o Real-time Event Analysis, Correlation, and Alerting Experts, Security Specialists & CEH

o Creation and adding custom correlation rules o The investigation, response & mitigation

o Remedial Action of all Critical or Severity | Incidents

o Risk & Threat Management and Prevent recurrences o Connect with law enforcement agencies
-

VA/PT App Security Testing

o Determine what security vulnerabilities
exist and plan mitigation/fix

o Tracking the new vulnerabilities from
various resources such as CERT

o OS/DB Hardening

o Grey Box Testing

o Black Box Testing

Forensic Investigation

Real-time Forensics Operationalized
Flexible, Scalable Security Investigations
Fraud Investigation

Effective remedial solution of intricacies
related to Forensic Investigation of the
crime of any type

O 0O 0O o

Security Intelligence

o Track and advise new global security
threats and vulnerabilities

o Impact & Risk Analysis of New
Vulnerabilities and Threats

o Security Analytics b

SOC Operations/ SLM

o Define Critical & key SLAs

o Creation of CAB and effectively manage
Change Requests

o Process Checklists and run books

o Develop & recommend improvement plans

o Intelligent Security Search X g .
o Build sophisticated machine learning ISMS/ISO/Compliance Sustenance B :\gggtr?sly Review and daily/weekly/monthly

models . —
o Carry out ISMS/ISO extension activities such as
Gap Analysis, Risk Assessment & Treatment, Policy
and Procedure Formation & Awareness
o Internal Security Audits
o Compliance Automation & Reporting
o Prepare Reports
o Security Awareness Training
We retain Customer Trust Digital Risk Advisory
& Vendor Value (V-CISO Advisory Services , Cyber Assessment)
o Agency Customer’s Trusted Advisor. o Complements CISO as a Trusted advisor.
o 9+ years of Agency relationship. o Global Panel of experts — Industry Specific expertise.
o Both Executive and technical contacts. o Experts in proven security solutions — Saves Time.
o Only recommend proven solutions. o Expertise in Compliance automation — Quicker Time to market.
o Team Staffing. o Incident Response & Forensics. - Prevention & Remediation.
o Mentoring Leadership. o Strict Client Confidentiality via NDA .

o Technology centric, not vendor/product-centric. o Engagement Model - Customized Hourly or Scope based.
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- COMPANY OVERVIEW

Aspire Tech is a consulting-oriented company specializing in cyber
security, cloud technology, and big data solutions focused on the
governmental, financial, and private sectors. Aspire Tech's head
office is located in New York City, USA, and its regional SOC Center
is located in Bangabandhu Hi-Tech City, Dhaka, Bangladesh. When
compared to other IT companies, the company distinguishes itself
by emphasizing services and combining that focus on cost-
effectiveness with modern technology. We are on the brink of
penetrating a lucrative market in a rapidly growing industry.

' WHY ASPIRE TECH

Aspire Tech has been a top IT Service provider in the Cyber Security, Cloud,
and Security Operation center since 2011.
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We are currently operating 2 SOC centers since 2016.

Certified MEM & SOC experts from many vendors i.e., IBM, Splunk, Sentinel,
Exabeam, AlienVault * Certified in isonc 27001, ISO 9001, CNIMI Level 3,
CNIMI Level 5.

. Ability to provide S00thgi© Risk Advisory (vCISO), Cyber Architecture &
. Engineering, Program Management, Cyber Testing, Tactical Support.

o Significant Public Safety/Public Sector Experience.

o Aspire Tech has developed multiple Cyber Security Products by SNIEs from
the USA, Europe, and Asia.

o Aspire Tech has dedicated SOC analysts and Security Architects from the
USA, Germany, Canada, Australia, Turkey, Nepal, and Bangladesh.

o Certified Cyber Security Experts with a combined ©p of 40+ yrs (CCISO,
CISSP, GASP, CCSK, CISA, CISM, CRISC, CGEIT, GRCA, GRCP, COBIT, ITIL,
CEH, PMP).

Microsoft Gold Partner.

Get In Touch l

Aspire Tech Services and Solutions Corp.

Head Office: Bangladesh Office: Regional SOC:
‘. +1-917-600-9233 ‘. +88 01758114433 ‘. +88 01971277473
[] info@aspiretss.com [] info@aspiretss.com [] info@aspiretss.com

2 Ocean Drive, Brooklyn, 60/2, Nayapaltan, PO-GPO, PS-Paltan, (C)  Bangabandhu Hi-Tech City,

NY 11224, USA. Dhaka-1000, Bangladesh. '/ Gazipur, Dhaka, Bangladesh.
UK Office: Turkey Office: Germany SOC:

‘. +44 7448 527546 ‘. +90 552 7453179 ‘. +49 1634470827

[] info@aspiretss.com [] info@aspiretss.com [] info@aspiretss.com
Fortis House, 160 London Rd, i Akcalar Mahallesi, Atatlirk Caddesi, No 32, Im Hoflehen 13,78098

gie)

Barking 1G11 888, London, UK. '\L.___'.f'" Blok D, Daire 14 Niltfer Bursa, Turkey. Triberg im Schwarzwald, Germany .

www.aspiretss.com | info@aspiretss.com | L® +1-917-600-9233



